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1 Introduction 

1.1 Our mission 

AABRAR is a local Afghan non-government organization concerned with the 
rehabilitation and socioeconomic integration of disabled people and other vulnerable 
groups into the community. 

 

Vision: 

The aim of this organization is to be a non-governmental, non-profitable organization 

which provides human right services to people without involving itself in regional, 

national, political and linguistic preferences etc. and as well having an important role in 

the reconstruction, Development and rehabilitation of Afghanistan. 

 

AABRAR’s Goal: 

To facilitate a range of CBR (Community Based Rehabilitation) activities which expand 

the livelihood opportunities and promote the social inclusion of vulnerable and disabled 

people as rights holders within community. 

 

AABRAR’s programs aim to: 

 Empower marginalized people economically by providing vocational training, 

 Business skills and job-search training to assist people to secure long term 

employment. 

 Create employment opportunities for beneficiaries when they have completed the 

training programs. 

 Increase overall socio-economic participation and improve quality of life and 

general wellbeing through literacy and numeracy training, health education, and 

mine awareness training. 

 Improve the mobility of disabled people through physiotherapy, bicycle training, 

and sporting activities. 

 Increase the social participation of disabled people and negate the   negative 

stigma attached to disability through awareness rising. 

 Generate recreation through sporting activities 

 To provide emergency relief services in natural disasters and wars 

 To integrate people with disabilities into the broader community by providing them 

with access to vocational training. 

 
AABRAR’s HISTORY: 

AABRAR is a local Afghan non-government organization concerned with the rehabilitation 

and socioeconomic integration of disabled people and other vulnerable groups into the 

community. 

Founded in 1992, AABRAR began a bicycle-training program for amputees to improve 
mobility and increase their independence, enabling them to travel to and from work, and 

save on transportations costs. Since then, AABRAR has expanded its activities  to  offer  

a  range  of  services  to  vulnerable  people,  designing  special programs for women and 

children to address their needs. Programs include physiotherapy and health care, bicycle 

training, vocational trainings, numeracy and literacy classes, mine awareness, health 
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education, capacity building, human rights, gender rights and various sporting activities. 

AABRAR also works in the area of social development, helping to raise awareness of the 

rights of disabled people within Afghanistan and dispel negative attitudes towards 

disability. 

1.2 Our attitude towards security 

AABRAR acknowledges that working in certain areas around the globe comes with risks 
towards staff and programs. Although AABRAR will do its utmost to minimise those risks, 
a certain level of risk will remain while implementing our mission. AABRAR will strive to 
ensure that staff is aware of the risks that involve their work.   
 
Rather then seeing security management as a restrictive necessity, AABRAR sees 
security management as a way of enabling our work and programs and thus the 
continuation of operations under conditions where without security management this 
might no longer be possible.   
 
As a result of the aforementioned considerations, AABRAR considers security 
management as a way to: 

 Enable operational activities under difficult security conditions 

 Reduce the risk to individual staff members to an acceptable level 

 Protect AABRAR property and reputation 
 
The balance between these objectives is carefully decided upon at every level in the 
organisation and this document will provide clarity on which decisions are made at which 
level. Also, it gives every staff member; regardless of his/her function the right and duty to 
contribute to these objectives.  
 
This Security Policy is the main tool in the implementation of security management within 
AABRAR and it strives to do so by: 

 Providing clear decision lines and responsibility levels 

 Give guidance in certain specific situations 

 Ensure adequate awareness and preparation on all levels within the organisation 

1.3 Scope of this document 

This document primarily concerns itself with security management, although some safety-
related issues are mentioned. For an overview of the health- and safety measures one is 
referred to the HR-manuals of each field office (in case of field office employees) or the 
HR-policies and travel handbook (in case of head office employees). 
 
Primarily and up to a certain extent, AABRAR bears responsibility for the security of their 
staff as a matter of duty of care in the execution of the day to day activities. This includes 
consultants and the specific arrangements for consultants are laid down in the contractual 
agreement.  
 
However, it is not uncommon that AABRAR staff is joined by others, such as but not 
limited to journalists, politicians, donors, volunteers and fundraisers. The behaviour of 
these others might affect the security of AABRAR staff. Also, AABRAR feels the moral 
obligation to provide the same security measures for persons that assist AABRAR with 
our mission as we do for our staff.  
 
In order to ensure compliance to the AABRAR security measures a person who does not 
have a contractual agreement with AABRAR will have to sign a Memorandum of 
Understanding (MoU) (see Annex C for a template) The MoU states that AABRAR will do 
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its utmost to ensure the safety and security of the person as long as he or she complies 
with the stipulations in this Security Policy and all related documents or decisions. The 
signing of this MoU does not extend AABRAR’s liability towards this person in case of an 
incident.  
 
For family members, wanting to accompany a staff member on a field trip, this is only 
possible after approval from the Regional Director and the before mentioned MoU will 
have to be signed.  
 
Therefore this Security Policy applies to all AABRAR staff; headquarters, expatriate and 
national staff, consultants on short- or long-term missions, family members duly 
authorised to accompany or visit staff during missions, authorised visitors, volunteers in 
the field and interns and any other person working formally and directly with AABRAR 1. 

 
This Security Policy does not concern itself with the safety and security of our partner 
organisations. This is not because AABRAR does not see the importance of good 
security management within the partner organisations but because it should have its 
rightful place in other documents.  
 
In case of a duty trip, working time will usually be considered to be beyond the actual 
working hours and it is difficult to distinguish between activities with or without business 
objectives. This Security Policy therefore applies 24/7 and staff is expected to comply 
throughout the duty trip. 
 
For field office personnel security management documents are only partially applicable 
after working hours. Examples are health- and safety-issues, evacuation plans and Code 
of Conduct. The exact selection of which stipulations apply after working hours is 
indicated in the Security Management Plan of the country.  
 
Towards employees who are, by their own choice, in an area where they were not sent 
by AABRAR, irrespective whether or not AABRAR is active in that area, AABRAR will not 
take responsibility. In case an employee wants to combine a holiday with a duty trip, then 
a clear moment in time needs to be agreed upon that separates the holiday from the duty 
trip. 

1.4 Compliance 

One of the critical success factors for this Security Policy is the acceptance and 
compliance by staff and all other persons involved. Compliance is not optional; it is 
compulsory and concurrent with the start of any kind of work with AABRAR. The Security 
Policy is therefore binding on all persons it addresses. However, in some unforeseen 
situations staff might be unable to comply with the stipulations or compliance will lead to 
even greater direct risks. In those cases consultation with the Regional Director is sought 
beforehand and a clear explanation is submitted afterwards.  
 
Any unreasonable breach of stipulations in this Security Policy or related documents and 
decisions shall be considered a disciplinary offence and will be subjected to disciplinary 
action within the organisation such as (but not limited to) suspension or dismissal. 
 

                                                         
1 Throughout the document the term “staff “is used for all categories that are mentioned, for 

reasons of brevity.  
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2 Principles 

The following principles are the guiding principles for security management within 
AABRAR. Any exception to these principles may only be authorised by the Board of 
Directors. 

2.1 Primacy of life and the individual right to withdraw 

For AABRAR, life proceeds over material and therefore no staff should endanger their 
own life, or the lives of others, whilst attempting to protect AABRAR property, equipment, 
financial resources, documents or infrastructure.  
 
Staff are always beforehand informed of and prepared for the level of risk of any given 
mission and by accepting the mission they accept the risk. However, unforeseen 
circumstances or developments may occur and therefore every individual staff member 
has the right to request to suspend activities, withdraw and/or leave the area.  
 
Such requests will be granted where this suspension or withdrawal does not expose the 
individual or team to greater risk. This will be assessed by the Regional Director of the 
area, when necessary in consultation with the Security Advisor. If the Regional Director 
considers that this individual decision exposes a greater risk to the individual or team, 
then the individual still has the right to suspend or withdraw, but at his/her own risk and 
costs. 

2.2 Principle of precaution 

Within the line-management structure there is a co-responsibility between an individual or 

manager and the next higher manager. They try to communicate and discuss certain 

issues and aim for consensus. If this communication is not possible or there is a 

difference of opinion and immediate action is required then the principle of precaution 

overcomes.  

 

This means that the decision to evacuate, withdraw or prohibition of a field trip will be 

endorsed, independent of which level initiates the decision. This is especially the case 

between Country Director and Regional Director. Both levels can make decisions on 

evacuation or withdrawal or the prohibition of specific trips and nobody can overrule these 

decisions.  

 

AABRAR, at all times, withholds the right to withdraw an employee or a group of 

employees from an area or country.  

2.3 Acceptance as much as possible, protection when needed  

Due to the fact that AABRAR can find itself operating in complex situations involving 
significant risks for staff and program, AABRAR needs to formulate a clear strategy on 
how to mitigate the risks for every specific situation and how to position itself in these 
complex situations. These area specific strategies are clearly defined in the Security 
Management Plans for each area or country.  
 
The basis of our security management in all situations will be the acceptance by the local 
community. We will make all reasonable efforts to negotiate and gain acceptance from 
relevant local actors. Acceptance by the community is one of the preconditions to operate 
and we will actively contribute to that, through communication, participation, relationships 
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and through our programs. Our behaviour is with respect for local cultures and existing 
economic, religious and political patterns and will be steered by the Code of Conduct.  
 
The protection approach to security focuses on reducing staff vulnerability to risks by 
implementing procedures and using equipment to secure themselves against the risks. 
Key elements are clear and agreed policies and procedures, staff awareness on risks and 
vulnerabilities, communication procedures and equipment, protection devices and so 
forth.  
 
The default balance between the mentioned approaches is to achieve acceptance as 
much as possible, complemented with protective measures when needed. Ideally, the 
protective measures do not inhibit or contradict our acceptance approach.  

2.4 Deterrence as a last resort 

In the reality of nowadays working environments, where the context and sometimes even 
the configuration of aid are politicized, acceptance or even protection is not enough. In 
those cases, one last resort might be the deterrence approach, most clearly defined as 
posing a counter-threat in legal, economic, political or military terms. One of the most 
viable examples might be the threat of suspending activities or withdrawal from the area.  
 
Another example is the use of any form of armed guards, protection or escorts. Since the 
latter example seriously undermines our acceptance approach and the perception of our 
independence and impartiality, this option is an exception which can only be made after 
explicit approval by the Board of Directors or temporarily during immediate evacuation in 
security level 4. 
 
AABRAR will not accept the integration of military personnel on humanitarian mission into 
AABRAR missions, nor the transportation of military personnel (armed or unarmed) in 
AABRAR vehicles. 

2.5 Do no harm 

One of the biggest factors influencing the success of our acceptance approach is the ‘Do 
no harm Principle’. AABRAR will not undertake any missions or field visits that jeopardize 
the safety of partner organisations or the local community.  
 
AABRAR will not send consultants or others to areas where they are not willing to send 
employees unless AABRAR can make it absolutely clear that these consultants or others 
are less at risk then AABRAR employees. 

2.6 Threshold of risk 

The impact of our activities that can be achieved should always outweigh the risks taken. 
In principle AABRAR will suspend its operations where the security risks are 
disproportionate to the potential program benefits. Therefore AABRAR commits itself to 
continuously analyse and understand the context and the risks that result from working in 
that context.  
 
Acceptance by the local community is one of the preconditions to operate. AABRAR is 
not willing to operate in areas where it is clear that employees of international 
organisations are explicit targets of attacks. Also, when there are known and specific 
threats towards AABRAR staff in certain areas and this threat is considered as credible, 
or in circumstances where the level of generalised violence suggests a high probability of 
an incident harming AABRAR staff, then the principle of precaution indicates that 
AABRAR will not allow staff to work in or travel to this area. 
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AABRAR commits itself to minimising the risk to staff and therefore will always explore all 
possible alternatives to attain the aims of the operations. 
 
The above developments and considerations have to be monitored by and decided on by 
the Regional Director of the involved area. 
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3 Framework of security management 

AABRAR believes that a clear division in responsibilities, communication between staff as 
well as checks on the application of measures are key factors in managing security in the 
best possible way. For that, AABRAR considers the line-management structure as the 
primary system for security management. Security is an integral part of field operations 
and only managers are in the position to balance between the impact of the activities and 
the risks taken. Additionally, AABRAR has some management tools and task forces at 
institutional level to support this line-management responsibility.  

3.1 Line management system and decision making 

In the event of the absence of key players, the responsibility is transferred to a colleague 

at the same level or one’s own manager, and this is communicated, beforehand and 

effectively. Decisions are always guided by the principles in chapter two. Decisions made 

by higher levels should be adhered to with due consideration of each individual’s 

personal responsibility. 

 

Personal responsibility  

Staff is the organisation’s most valuable asset. AABRAR employees have made a 
conscious decision to work with the organization and are committed to its mission. While 
this attitude is crucial for boosting staff motivation and performance, it needs to be 
balanced against security risks on the ground. Each employee is expected to understand, 
weigh, and ultimately, accept these risks. (Also, see 2.1 Primacy of life and the individual 
right to withdraw) 
 
An open and proactive attitude is a prerequisite for implementing a successful security 
policy. Each staff member must realise that his/her conduct will have an impact on 
AABRAR’s image, whether positive of negative, and thus on the security status of the 
mission. This includes, but is not limited to, the adherence to the Code of Conduct. 
 
For the security management structure to work it is important that the strict operational 
hierarchy is respected at all times. This requires an open and inclusive working 
environment in which all staff members contribute to improved security by taking an 
active role in security issues.  
 
This means that the personal responsibilities include (but are not limited to) the following 
responsibilities: 

 Staff members prepare for going to or staying in certain areas. This includes the 
understanding of the context and the risks involved, following security training, 
demanding security briefing in HQ and/or field office and knowledge of and 
compliance to organizational policies and security documents.   

 Everyone is responsible for his/her own health. AABRAR offers the possibility for 
proper health advice, vaccinations and prophylaxis, first aid kits and other 
measures and the employee is expected to act accordingly. Every employee is 
expected to maintain a certain level of hygiene and avoidance of infection such 
as irresponsible sexual conduct.  

 Everyone is expected to actively contribute to improved security management 
practices of the organisation. This includes incident reporting, making 
suggestions for improvement and point out to colleagues when certain behaviour 
is not in line with the policy.  

 Staff members are expected to share their detailed travel planning with all 
relevant stakeholders, eg the local partners. 



AABRAR  Security Policy  

 

 

 

 10 AABAR security policy 

Field office 
In case AABRAR has field presence then the individual with the highest authority (can be 
titled Field Representative, Field Manager, Coordinator, hereafter referred to as Country 
Director) has an important role to play when it comes to security. Although the Regional 
Director has the ultimate responsibility for the security within his/her region, certain 
responsibilities are delegated to the Country Director.  

 In case AABRAR has a managing role within AABRAR International, the Country 
Director is responsible for the development and updating of a relevant, shared 
and proportional Security Management Plan(s). This includes a clearly defined 
security strategy. If AABRAR is not managing and decides or is expected to 
follow a Security Management Plan of another organisation then the Country 
Director actively contributes to this. 

 The Country Director is responsible for the compliance by all AABRAR staff, 

including visitors to the AABRAR  mission, to this Security Policy, the local 

Security Management Plan, Code of Conduct and all other security related 

documents or decisions. He/she will advise the Regional Director on the 

withdrawal of staff members if their conduct or profile presents a risk or specific 

vulnerability for those staff members themselves and/or others. He/she will 

promote a culture of security in which individual staff members have the right and 

duty to contribute to security management policies and practices.  

 He/she is responsible for ongoing monitoring of the security situation, incident 
reporting, risk assessment and identifying trends in the sense that they might 
have security implications. The developments are documented and reported to 
the Regional Director in a frequent and structured way or immediately signalled in 
case of serious incidents or developments. 

 He/she is responsible for maintaining a good network within civil society, other (I) 
NGOs, governments, security platforms and other relevant sources. When 
security networks do not exist, he/she takes the initiative to start them. 

 The Country Director briefs all AABRAR staff members and visitors to the 
AABRAR mission for field trips that take place under the responsibility of that field 
office on the security situation, the possible risks and all measures that are in 
place.  

 He/she is authorised to independently take all necessary measures regarding the 
local security situation when there are no possibilities for prior consultation with 
the Regional Director. This also applies to the decision to evacuate employees 
and, if so, on their destination. 

 Raising the security level where AABRAR is the lead NGO. 

 He/she is authorised to prohibit field trips to the country. 

 In case the field office has a dedicated Security Officer, certain tasks may be 
delegated; however the responsibility remains at the level of Country Director. 

 

Regional Director  

The Regional Director is overall responsible for all AABRAR staff working in or travelling 
to his/her region. In case of field presence, some of the responsibilities may be delegated 
to the Country Director.  

 Since conflicts often have regional origins and/or implications and there is not 
always a field presence, the Regional Director is responsible for ongoing analysis 
of the regional context and the risk assessment. Country specific analysis can be 
delegated to the Country Director or Program Officer. 

 The Regional Director is responsible for approving and maintaining Security 
Management Plans and/or for adequate and functional alignment with AABRAR 
partners with regards to security management agreements in every country in 
his/her region. Before approving, he/she submits the Security Management Plan 
or suggested alignment for a quality and consistency check with the Security 
Advisor.   
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 Raising the security level where AABRAR is the lead NGO, if the situation 
requires this. 

 The Regional Director of a specific region authorizes or prohibits every field trip to 
his/her region and will do this on the basis of field office consultation (AABRAR, 
multiple partner consultation and travel advice at the website of the [MINISTRY 
OF FOREIGN AFFAIRS] or other sources.  Up till security level three he/she is 
authorized to do so. 

 He/she ensures that every AABRAR staff member that reports to him/her is 
adequately trained (according to Guidelines Security Training) and prepared for 
his/her work. 

 He/she provides every traveller (employees and visitors) to his/her region with a 
security briefing according to the AABRAR format or delegates this task to the 
Program Officer of the country. The Regional Director of the region has the 
obligation to provide the briefing and the Head of Bureau to whom the staff 
member reports ensures that this happens, in case this is not the same person. 
In case the destination of the field trip is to a country that does not fall under the 
jurisdiction of a Regional Director, then the matter is referred to the Director of 
Programmes. The obligation of security briefing is also applicable for visitors from 
outside AABRAR that are invited or duly authorised by the Head of Bureau. 

 The Regional Director decides on the withdrawal or evacuation of staff members, 
individually or collectively, voluntary or forced.  

 The Regional Director seeks advice from the Security Advisor for decisions 
regarding evacuation, withdrawal, suspension or any other (life-threatening) 
situation. In case of disagreement the case is always referred to the Director of 
Programmes. 

 The Regional Director initiates the formation of the Crisis Management Team by 
informing the Executive Director of the developments that might justify that. 

 
Head of Bureau 

Some Bureau’s are not dedicated to a certain region but have specific, organisation wide 
or global purposes. The Head of Bureau’s are responsible for every single staff member 
that report to them:  

 He/she ensures that every AABRAR staff member that reports to him/her is 
adequately trained (according to Guidelines Security Training) and prepared for 
his/her work. 

 He/she ensures that every employee that reports to him/her receives a security 
briefing according to the AABRAR format. The Regional Director of the region 
has the obligation to provide the briefing and the Head of Bureau to whom the 
staff member reports ensures that this happens, in case this is not the same 
person. In case the destination of the field trip is to a country that does not fall 
under the jurisdiction of a Regional Director, then the matter is referred to the 
Director of Programmes. The obligation of security briefing is also applicable for 
visitors from outside AABRAR that are invited or duly authorised by the Head of 
Bureau. 

 
Board of Directors 
The Board of Directors is overall responsible for the safety and security of all AABRAR 
staff and thus the obligation to actively contribute to and formulate the AABRAR security 
policy and its implementation. Many of the specific responsibilities are delegated to the 
respective Regional Directors however in some cases the activity, program or field trip is 
not in a country which falls under the jurisdiction of a Regional Director or Head of 
Bureau. In this case the Director of Programmes has the responsibilities as listed under 
Regional Director. In addition to this the Board of Directors has to: 

 Lead a discussion and process of articulating the principles of AABRAR on 
current and foreseeable security issues. 

 Decide whether or not to authorize a field trip to an area that is in security level 
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four. 

 Decide on armed guards or armed escorts.  

 Take security into account when deciding on starting operations or field presence 
in a country by means of a thorough assessment process.  

 Raising or lowering of security levels if AABRAR decides not to follow the level 
set by the managing or leading NGO.  
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3.2 Security management tools 

Security levels 

Within AABRAR a system of security levels is being used. This system indicates a certain 
level of risk for our staff in a country or area through indicators. It automatically connects 
this level to a set of consequences. However the system of security levels is generic by 
nature and the consequences are merely a rough guidance to what needs to be put in 
place, the system does give a good idea on what the situation is like and some rough 
guidance on actions to be taken. However the UN system of levels can provide input on 
the current status of our levels system, the AABRAR system of security levels is an 
autonomous system that we ourselves develop and maintain.  
 
For raising or lowering of security levels the principle of precaution comes into play. That 
means that both Regional Directors as well as Country Directors can decide to change 
the security level to a higher level, if AABRAR is the leading NGO. Lowering of the 
security level is only possible when Regional Director in consultation with the Security 
Advisor, as well as the Country Director agree. In case of disagreement the case is 
referred to the Director of Programmes.  
 
Per country the generic system can and should be adapted with specific indicators and 
actions which are suitable for the country.  
 
For a clear overview of the generic system of security levels, see Annex A. 
 
Incident reporting & analysis 
Incident reporting & analysis is crucial for organisational learning when it comes to 
security management. Every single member of staff has the obligation to report any 
situation that jeopardized or almost jeopardized the safety and security of staff. This 
includes near misses or developments in the context that in the future might affect the 
security situation. Each and every situation that qualifies as above is handled as such: 
 
- immediate reporting through telephone or email to the line manager by the following 

format 
- Who is involved? 
- What has happened? 
- Where did the incident happen? 
- When did the incident happen? 
- What help do you need? 
- What have you done about it? 

- line manager responds accordingly 
- Incidents are reported to line management (and Regional Director, if this is not the 

same) and the Security Advisor within 48 hours in the format as presented in Annex 
B, with additional information or analysis if deemed necessary by line management or 
others.  

3.3 Task forces 

Security Working Group 

The security working group has no line responsibilities for any security matter. Its 
mandate is open and subject to the initiative of the people involved. It can be described 
as: 
A. The working group members play an important role in embedding the security policy 

and related documents as broadly as possible throughout the organization. 
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B. The working group members advise the line managers (on a wide range of security 
related matters).  

C. The working group members stimulate thinking and reflection; they will present new 
policy ideas and thinking on the subject throughout the organization. 
 

Team members: 

 Security advisor – Chair and responsible for proper functioning of the working 
group 

 Human Resources manager 

 Regional Manager(s) 

 Administrative support 
 

On request, and as seen appropriate, the Security Working Group can decide to invite 
members for further discussion and reflection on selected topics/issues. 
The team will meet regularly and the frequency is initially set at once a month. 
 

Security Advisor 

The Security Advisor has no line responsibilities for any security matter, he/she has a 

supportive role while respecting and stimulating the authority of the line-management to 
make decisions. His/her mandate is to: 

 Contribute to awareness rising and extension of the security policy throughout the 
organisation. 

 Advise line managers and staff on implementation and development of AABRAR 
general security policy and specific country related security plans. 

 Performs a quality and consistency check for each country Security Management 
Plan before approval by the Regional Director. 

 Develop initiatives to revise/update the security policy and related support 
material and discuss this with the Security Working Group. 

 Prepare and call the Security Working Group together. 

 Collect and analyse information on security incidents with and around AABRAR 
staff and advice line-managers and formulate recommendations for improvement 
of security practice and procedures. 

 Represent AABRAR in relevant security networks such as [NAME NETWORKS] 

 Define the need for training and coaching throughout the organisation. 

 Report to the Board of Directors yearly on broad developments in the field of 
security management and provides recommendations for improvement. 
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Crisis Management Team (CRMT) 

Some security incidents may be of such severity or complexity that they cannot be 
effectively managed within a normal line-management structure, since this structure might 
have become paralyzed by the incident. Such incidents will be managed by a Crisis 
Management Team (CRMT) based at HQ. A CRMT is an ad hoc body with the role of 
managing significant security incidents that:  

 are likely to have significant consequences for staff (such as death) 

 are likely to have significant consequences for the program in the particular 
country or beyond (such as program closure) 

 are beyond the capacity of the line-management to effectively manage 
 
A CRMT shall always be activated in the following circumstances: 

 Kidnapping/hostage-taking of a staff member 

 Violent death of a staff member  
Other circumstances in which a CMT may be activated include (but are not limited to): 

 Major assault or sexual violence against a staff member 

 Increase in security level requiring an evacuation  

 Relocation/Hibernation 

 Loss of contact with all/part of country operations 

 Imprisonment of an international staff member 

 Medical Emergency 

 Natural/Manmade Disasters 

 Death Threats 

 Any security incident likely to bring significant media exposure to the organisation 
 

Usually, the Regional Director of the country, with advice from the Security Advisor, will 
initiate the activation of the CRMT. He/she will do so by informing the Board of Directors 
(BoD) of the developments that might require this. But everyone within the organization 
has the right to suggest the activation of the CRMT to the BoD. The BoD will decide on 
the activation (and de-activation) of the CRMT. The CRMT will then start managing the 
crisis by insulating the crisis from day-to-day operations. 
 
The CRMT members will meet every six months to validate the Crisis Management 
Protocol and develop specific scenarios. The CRMT and the Crisis Management Protocol 
will be tested on a yearly basis by means of a crisis management simulation, organised 
by external facilitators.  
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4 Additional security documents and references 

4.1 Related documents 

The Security Policy, as articulated in the first three chapters of this document, is 
considered as the framework for security management within AABRAR. It empowers the 
line management to take decisions. For guidance on particular topics or for reference on 
various levels within the organisation some additional documents, references and 
guidelines are available.  

4.2 Prevention measures in and around the office 

 Arrange for physical barriers at office: alarm, guards, dogs. 

 Do not put your name and address on keys. 

 Do not put your car registration near or on car keys. 

 Always only carry the keys you need. 

 Keep all doors locked during the day, whether you are inside or outside. 

 Instruct your domestic help to lock the door each time he/she or she vacates your 
office for any chore that will take more than a few minutes. 

 Before retiring for the evening CLOSE and LOCK all ground floor and balcony 
windows and doors, and close the drapes. 

 Discourage children from answering the door. 

 Unless you have identified your visitor do not open the door. Instruct your domestic 
help to do likewise. 

 Do not enter your office if you know or suspect an intruder. Instead call for help as 
soon as possible. 

 When you are not at office: 
- turn on the lights to make it appear that someone is office 
- remember to vary the number and location of those lights 
- leave the TV or radio on 
- if away from your office for more than 24 hours have a colleague or neighbour 

over daily at irregular times 
- ask your colleagues to make sure that your office is secure, with the hall and 

interior light on before dark 
- if your domestic help has access to your office instruct her or him to turn on the 

lights in the evening 
- insure your belongings? 

 When dealing with repair men: 
- they must have proper identification 
- observe the repair men while working on your office 
- demand that appointments are made in advance 

 Regarding deliveries to your office: 
- do not accept packages without your permission 
- do not accept unsolicited packages 

 Safeguarding your belongings: 
- keep valuables away from windows and out of sight 

 Store in your office: 
- a two-week supply of food 
- first aid supplies 
- at least one flash light (torch) with batteries 
- containers to store water for emergency situations 
- medicines that may be needed for chronic illnesses 

 In the event of an incident 
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- do not run to the window to see what the problem is. Instead slowly and carefully 
view the exterior from your office 

- report any activity that seems unusual to your line manager 
- contact your line manager as soon as possible after an incident 

4.3 Prevention measures on the streets 

 Keep to the main streets. 

 Mind your luggage, also when you have to put it down to take something out, always 
carry it so that no one has access. 

 Do not carry too much money and always distribute it over different places. 

 Wear easy shoes. 

 When you think that you are being followed, cross the road and view the situation. 

 When a driver brakes to talk to you, keep your distance to the car. 

 Do not get closed in, robbers often work in teams. 

 Never enter into a car of a stranger. 

 Shout and draw attention when you are molested. 

4.4 Prevention measures in hotels 

 Report anything unusual. 

 Use the hotel’s safe. 

 Avoid taking a room on the upper floors, and identify escape routes. 

 Close the door, use the safety chains. 

 Be alert to the possibility that you might be followed. 

 Investigate the entire room for unusual objects. 

 Check the telephone and keep the drapes closed when it is dark. 

 Do not open the door to visitors, unless they have identified themselves. 

 Do not leave any valuables in your room. 

 Not all tap water is drinkable! 

 Mind what you eat and order your drinks without ice. 

 When only low-budgets hotels are available: have your own padlock. 

4.5 Fire prevention 

 Know the primary and secondary evacuation routes from your office. 

 Ensure that all staff knows the escape routes from your office. 

 Identify the location of the local fire-fighting equipment. 

 Identify gas, H2O and electrical shut-offs. 

 Equip at least two fire extinguishers in your office and place in an area that is easy to 
locate and reach. 

 It is best that each room be equipped with a smoke detector and carbon monoxide 
detector. 

 Inspect each detector at the change of each season. 

 Service all defective outlets immediately. 

 Check the conversion transformer and fuse box for indicators of short circuits, frayed 
wires or burn marks. 

 Keep small children away from outlets and transformers – the voltage can kill. 

4.6 Fighting fire  

 Keep low to the floor in smoke-filled rooms. 

 If you are in a room with a burning fire that you cannot extinguish, get out and 
immediately close the door. 
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 When looking for an escape route – if the fire is not in the room you are in – feel the 
door as high as possible: 
- if the door is warm, do not enter 
- if the door is not warn, brace your shoulders against the door and open carefully 
- if smoke or heat rushes in through the door – slam the door shut 
- if your door is hot and you cannot leave, seal all the cracks with wet towels 
- Shut off fans and air conditioners. 

 If in a burning building, do not go to a higher level, unless all escape routes are 
blocked and the fire forces you onto the roof. 

 In the case of an electrical fire or gas leak  – immediately shut off the power: 
- for gas leaks: open the windows 
- for electrical fires: do not use water or foam to extinguish the fire. 

4.7  (Road) accident 

 Try to stay calm. 

 Make a quick analysis of the situation and determine if it is safe to give first aid. 

 If needed and if possible, give first aid. 

 If not possible and other help is not to be expected, get the victims into your means of 
transport as quickly as possible and take them to a location where this help is 
available. 

 If the situation is unsafe – e.g. aggressive crowds – then immediately go to the 
nearest police post or roadblock and report the accident. 

 If there are injured people, preferably do not transport them yourself to a hospital, 
which implies recognition of guilt and makes you responsible. Rather, get the police 
involved. 

4.8  Roadblocks 

 Coping with roadblocks demands special skills of the traveller. Soldiers or 

paramilitary officials at road blocks are often nervous of the war situation, and they 

might be hungry, thirsty and/or under the influence of alcohol/drugs. They are far 

away from office, often out of the control of a superior and they feel that they are in a 

position that they can ask for all kind of things. 

 The general advice is to never lose your temper, remain polite, co-operate when 

desirable, but remain self-confident. 

 Team members need to be well prepared for questions. Be prepared to talk your way 

out. 

 Be able to explain the mandate and the work of AABRAR: 

- Humanitarian aid 

- Impartial presentation: non-political, non-religious, etc. 

- Independent 

 Be able to show documents and ID cards. 

 Be prepared for unexpected situations: 

- Assess the setting. 

- Keep in mind what to do when a sudden incident occurs, like: your papers are 

incorrect; they want to examine the car, shootings, etc. 

 

 Make an inventory of the existing roadblocks and their possible risks. 

 In general: 

- Approach roadblock with adapted speed, in order to demonstrate maximum 

confidence. 

- Stop for every roadblock. 
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- Avoid driving in the dark. In case driving in the dark is unavoidable, approach the 

roadblock with dipped headlights or parking lights, interior lights switched on. 

- Always keep your hands visible. 

- Be able to show important documents like passport, AABRAR ID-Card, local ID-

cards of embassy or government (if available), mission order of AABRAR or local 

employer, letters of transit and clearance papers (+ copies). 

- Friendly approach: be patient and do not assume an arrogant attitude. 

- Be sure you behave self-confident, do not doubt. 

- Explain the mandate and the intentions of AABRAR. 

- Try to avoid inspection of the car and its goods. In case inspection is 

unavoidable, insist that only one soldier performs the inspection, supervised by a 

team member. 

 In case of problems: 

- Do not get angry, do not panic, do not curse. 

- Do not protest and do not enter into discussion in case of aggression. 

- Do not make any unexpected moves. 

- Offer medical assistance if necessary and if possible. 

- Try to contact the commander at the roadblock or elsewhere. 

- Return to where you came from and try to look for another route. 

- Report to your line manager. 

4.9  Mines, unexploded munitions and booby traps 

 Be aware if metal objects sticking out of the ground and trip wires tied across the 
ground. 

 Try to get information daily on road security in your environment. 

 Use known routes as much as possible. 

 Be aware of suspicious obstacles, tracks and traces of digging. 

 Try to drive in tyre tracks as much as possible. 

 Never leave the road, not even for a sanitary break: mines are often placed on road 
sides. Take care when turning the care. 

 Do not pick up ‘souvenirs’. 

 Should you drive onto a mine that does not explode, turn off the car engine, exit the 
vehicle and wait for help. More mines may have been planted in the area nearby. 

 Do not give first aid to mine victims on the site of the incident without the presence of 
a mines expert. More mines may have been planted. 

 Be aware of booby traps (in ruins, beneath bodies). 

 Footpaths too can be mined with anti-personnel mines. 

 Always carry a first aid kit and ensure – if possible in any way – there always is 
somebody around with a first aid diploma. 

4.10 Kidnap / hostage / abduction 

Prevention of kidnap / hostage / abduction mainly consists of good physical protection of 
office and residential environment and varying routes and patterns in daily routine. 
Despite all prevention measures, abduction can still occur and the behaviour during 
captivity can influence the outcome.  
 
Phase 1: abduction 

- stay calm and cooperate 
- talk only when spoken to 
- do not talk or whisper with other abducted people 
- do not interfere 
- do not discuss 
- do not make unexpected or fast movements 
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- always ask first 
- do not be funny 

Phase 2: transportation/stay 
- be patient, try to rest 
- ask for medication or help if needed 
- be polite 
- listen well and do not start a discussion 

Phase 3: confinement 
- stay mentally active 
- do mental exercises, read and write if possible 
- try to sleep 
- pay attention to personal hygiene 
- practice in self discipline and try to follow a strict schedule 
- prepare for a long stay, perhaps months 
- do not believe everything is told 
- think of a method to keep track of time and dates 

Phase 4: release 
- follow orders accurate and direct 
- do not make unexpected or fast movements 
- be alert 
- be prepared for delay and disappointments 
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Annex A: Security levels 
 

Level 1 Normal: Security Guidelines/ Standard Operation procedures apply 

Level 2 Precautionary: additional actions required 

Level 3 Restricted Movement: restricted programme activities 

Level 4 Partial Evacuation/ Hibernation: relocation or hibernation, programme suspended 

Level 5  Programme and office closed: full evacuation or hibernation 

 

Level  Indicators  Actions  

1 Normal:  

Situation calm. 

Low level of crime. 

 

 All staff aware of current security 
management plan 

 General precautions against crime 

 Emergency supplies in place (see 
evacuation plan) 

 Evacuation plan in place. 

2 Precautionary:  

Situation less stable, higher risk of sporadic 

violence, possible threats against staff. 

High level of crime. 

Increased military presence  

Increased demonstrations  

 Evacuation plan updated, staff aware 
of hibernation and evacuation sites. 

 Emergency supplies checked.  

 Higher security awareness by staff. 

3 Restricted Movement/ Restricted 

Programme:  

Increase in tension.  

Increased demonstrations, with violence 

and anarchy. 

Indications that military/belligerents are 

mobilising. 

Threats/demonstrations directed at 

International organisations.  

Violence in project areas. 

 Security Updates every 2 days. 

 Staff movements restricted 

 Programme activities may be 
partially suspended.  

 Hibernation/evacuation points 
agreed with other INGOs. 

 Curfew 

 All incidents reported immediately. 

 No additional staff to travel into the 
country. 

 Eligible dependents may be 
evacuated. 

4 Partial Evacuation/Hibernation:  

Increased tensions and violence, including 

in locations near offices. Increased violence 

in project areas.  

Harassment/violence directed at 

International organisations. 

Lootings  

Security forces unable to maintain law and 

order 

 Security updates daily/or more often. 

 Essential/low risk staff only to report 
to work. 

 Initiate evacuation/hibernation plan. 

 High-risk &/or non-essential 
international staff to evacuate. 

 Daily contact with line management. 

 Programme activities likely to be 
suspended. 

5  Office Closure and Suspension of 

activities: 

Unacceptable level of risk. 
Direct threats/attacks on International 
organisations/staff and or property. Inability 
of AABRAR to continue programmes.   
Large-scale mobilisation of belligerents.  
Indiscriminate violence, looting and 
destruction 

 Closure of office. See evacuation 
Plan. 

 Closure of all programme activities.  
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Annex B: Incident report form 

Summary of the incident 

 

Nature of the incident 

Accident, shooting, robbery, theft, hostage-taking, other, namely…. 

 

Location, local time of the incident: 

 

 

Who was involved in the incident?  

AABRAR staff: 

 

Others: 

 

 

Is it still a threatening situation at this point? 

 

 

Is there a case of death, heavy and/or lightly wounded?  

AABRAR staff: 

 

Others: 

 

 

Full chronological account of the incident 
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Security management 

Analysis of the incident: (why did it happen, why where we involved, root causes) 

 

 

Identification of any failure of procedures or plans: 

 

 

Recommendations for improvement: 

 

 

 

 

Procedure 

Was the incident immediately reported? From whom to whom? How? 

 

 

Author of this incident report:  

 

 

Time and place of writing of this incident report: 

 

 

This incident report was sent to: 
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Information 

Afghan Amputee Bicyclist for Rehabilitation and Recreation (AABRAR) 

ADDRESS: 3rd Street, Project Taimani, Kabul, Afghanistan 

 

Telephone number: 0775558885, 0777780885 

Telefax: Nil 

Email: kabul@aabrar.org.af 

Website: www.aabrar.org.af  

 

Document: Security Policy 2012 AABRAR.doc 

Author: Eng. Nauman Younas 

Version: First 

Created: 01, July 2012 

Modified: [DATE] 

Approved by  

Board of Directors: 20th July 2012 
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